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Foreword 
 
This document was originally developed as a joint industry project between operators and the various suppliers of 
services and equipment with the financial support of OLF. The original work was performed during the autumn of 
2000 and the first revision of the document was issued February 2001.  
 
Through the application of the IEC standards and this guideline on various projects, a need was identified for 
updating the document. This work was initiated early spring 2003 and the present document is the first official update 
of the original guideline. 
 
The overall purpose of the document is to issue a guideline on the application of IEC 61508 and IEC 61511 in the 
Norwegian Petroleum Industry, and thereby simplify the use of the standards. 
 
Additional information can be found at www.itk.ntnu.no/sil.  
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1 Introduction 

1.1 Scope and purpose of document 
 
The purpose of this document is to adapt and simplify the application of the IEC 61508 and IEC 61511 standards for 
use in the Norwegian petroleum industry. 
 
According to the PSA management regulations (§1 and §2), performance requirements shall be established for all 
safety barriers on an installation. For instrumented safety systems, special reference is made to IEC 61508 and this 
document as the recommended standard for specification, design and operation of such safety systems. 
 
Whereas IEC 61508 describes a fully risk based approach for determining SIL (Safety Integrity Level) requirements, 
this document provides minimum SIL requirements for the most common instrumented safety functions on a 
petroleum production installation (ref. chapter 7). Deviations from these requirements may however be identified 
(ref. section 7.7), and in such case the overall methodology and documentation should be in accordance with IEC 
61508.  
 
As a basis for the given SIL requirements, typical loop diagrams for a number of safety functions have been 
provided, together with industrially verified component reliability data (ref. appendix A). It should be noted that the 
given reliability data, and in particular the rate of dangerous failures (λDU), are based on a number of assumption 
concerning diagnostic coverage, fail-safe design, etc. Hence, if the provided data are used for SIL verification, it must 
be ensured that the actual purchased components are satisfying all these assumptions. 
 
Some key areas related to SIS design are: 
 
• Relationship between Safety Integrity Level (SIL) and failure probability (ref. Table 8.1); 
• Restrictions on design based on the Safe Failure Fraction, Hardware Fault Tolerance and the complexity of the 

component (ref. Table 8.2 and 8.3); 
• Avoidance and control of systematic failures. 
 
These aspects are discussed in more detail in chapter 8. Furthermore, the document provides guidance on additional 
design issues, on operation and maintenance, on modification of SIS and on management of functional safety. 
 
In general, this document applies to all instrumented safety functions as defined by PSA and NORSOK. In the 
guideline to the PSA Facilities Regulations, a list of relevant safety functions is given. Some of these functions are 
covered explicitly in this document whereas some are not. Furthermore, some safety functions not explicitly defined 
by the PSA are also covered in this document. Table 1.1 summarises the functions covered / not covered in this 
document. 
 

Table 1.1 Safety functions covered / not covered in this document 
Safety functions 
defined in PSA 
Guidelines, The 
Facilities Regulations 

Safety functions 
covered in this 

document 

Ref. 
APP. A 

Notes 

Sectioning of the process 
 

X A.4  

Fire detection 
 

X A.8 Manual initiation of F&G / ESD functions from 
field and from CCR is covered in A.15 

Gas detection 
 

X A.9 See above comment. 

Isolation of sources of 
ignition 
 

X A.10 See above comment. 

Maintaining overpressure 
in unclassified areas 

-  Not covered by this document. 

Starting and stopping fire 
pumps, both manually and 

X A.11 Part of deluge function 
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Safety functions 
defined in PSA 
Guidelines, The 
Facilities Regulations 

Safety functions 
covered in this 

document 

Ref. 
APP. A 

Notes 

automatically 
 
Active fire fighting 
 

X A.11 Deluge 

Process safety X A.3.1 -  
A.3.5 

 

Well safety 
 

X A.6 Isolation of wells included in this document 

Isolation of riser* X A.7 and 
A.13 

*Isolation of riser is not explicitly listed by PSA 

Subsea ESD isolation* X (new) A.13 *Subsea ESD isolation is not explicitly listed by 
PSA (covered under “Well safety”) 

Topside and subsea HIPPS 
protection* 

- - *Covered as a deviation in appendix C. Ref. also 
section 7.7. 

Depressurisation 
 

X A.5  

General alarm and 
evacuation alarm 

(X)  Initiating signals from F&G system are covered in 
this document by A.8 / A.9 
Alarm generation and distribution by the PA or 
dedicated alarm system is not covered. 

Emergency power 
 

-  Presently not covered by this document. 

Emergency lighting -  Presently not covered by this document. 
Particular requirements – Luminaries for 
emergency lighting covered by IEC 60598-2-22 

Ballasting for floating 
facilities* 
 

X  (new) A.12 *Both initiation of rig re-establishment and 
emergency stop of ballast system covered 

Maintenance of correct 
pressure, humidity, 
temperature and gas 
composition in diving 
facilities 

-  Presently not covered by this document. 

Prevention of blowouts and 
prevention of well leaks 
during drilling operations* 
 

X(new) A.14 *Prevention of blowouts is not explicitly listed by 
PSA but can be seen as part of “well safety” 

Prevention of blowouts and 
prevention of well leaks 
during well intervention 
operations* 

- A.14 *As discussed in appendix A.14 no background 
has been found for stating a SIL requirement for 
this function. 

 
 
Process safety functions, like PSD, shall be designed in accordance with ISO 10418 (former API RP 14C). SIL 
requirements to these functions are however not specified in ISO 10418, but are given in this document. 
Implementation of global safety functions like ESD and F&G are described by the PSA regulations and in relevant 
NORSOK standards, whereas SIL requirements are given in this document.   
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1.2 Risk reduction, SIS and safety barriers 
 
In most situations safety is achieved by using a combination of various safety-related systems, including SIS (e.g. 
ESD and F&G), safety systems based on other technology (e.g. PSV, firewalls, drain system) and additional risk 
reduction facilities (e.g. procedures and separation/distance.). Hence, an overall safety strategy must take into 
consideration all the safety-related systems and measures in order to reduce the risk to an acceptable level. This is 
illustrated in Figure 1.1 below. 
 
 

Risk reduction achieved by all safety-related systems
and external risk reduction facilities

Residual risk Acceptable risk
Initial risk

("EUC risk)

Required risk reduction Increasing
risk

Risk reduction from
Safety Instrumented

Systems (SIS)

Risk reduction from
external risk reduction

facilities

Actual risk reduction

Risk reduction from
other technology safety

related systems

 

Figure 1.1 Framework for risk reduction (based on figure A.1 in IEC 61508-5) 
 
The frequently used term "safety barrier" can also be related to the above framework. A safety barrier is often 
interpreted as a function which must be fulfilled in order to reduce the risk, and such a function can be implemented 
in terms of different systems and elements, both technical and operational. E.g. the safety function "avoid ignition" 
may be implemented in terms of "ignition source isolation" and "control of hot work permits". 
 
Hence, safety barriers are used to reduce risk and safety barriers can comprise a number of barrier systems and 
elements including instrumented safety systems (SIS) as well as other risk reducing systems and measures. In the 
management regulations, § 2 (PSA, 2002) safety barriers are specifically described. PSA indicates that general 
principles and strategies given in IEC 61508 can be applied to all safety systems, although the standard and this 
document focus on instrumented safety systems. Such general principles and strategies include:  
 

• principles for risk reduction (ref chapter 7)  
• the overall lifecycle approach given in IEC 61508 (ref. chapter 2, figure 2.3) 
• the nomination of a designated responsible person or job position (ref. chapter 5) 
• the performance and follow-up of verification and validation activities (ref. chapter 6) 
• follow-up during operation (ref. chapter 10) 

 
It should be noted that this document only gives requirements to instrumented safety functions. These requirements 
are generally not given on an “overall safety barrier level”, but rather on a level corresponding to barrier elements. 
Hence, the connection between risk and hazard evaluation and the requirements to barriers is not explicitly covered in 
this document. This connection should therefore be covered elsewhere, and in this regard the overall facility QRA is 
an important tool. For a further discussion of the connection between the QRA, the EUC related risks and the use of 
IEC 61508/61511 for implementation of SIS, please refer to appendix C. 
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2 The IEC 61508 and IEC 61511 standards 
 
The international standard IEC 61508 has been widely accepted as the basis for specification, design and operation of 
Safety Instrumented Systems (SIS). The standard sets out a risk-based approach for deciding the Safety Integrity 
Level (SIL) for systems performing safety functions. This approach has proved difficult to handle as part of a 
development project, as it requires extensive analysis work, and since requirements to safety functions can normally 
not be obtained directly from the Quantitative Risk Analysis (QRA) as it is performed today. This document is 
therefore provided in order to simplify the application of IEC 61508. 
 
Whereas IEC 61508 is a generic standard common to several industries, the process industry has developed their own 
sector specific standard for application of SIS. This standard; IEC 61511, is also extensively referred in the present 
document. In Figure 2.1, some guidance on when to apply IEC 61508 and IEC 61511 respectively is given. 
 
IEC 61508 and 61511 are widely accepted industry standards for the implementation of SIS, and application of the 
standards is recommended in the PSA regulations. Other relevant regulations and standards may not issue similar 
references to the IEC standards and/or may recommend a different approach to the implementation of SIS. 
 
For further description concerning the use of IEC 61508 and 61511 within different regulations applicable for the 
offshore industry, reference is made to http://www.ptil.no  
 
 

 
Figure 2.1 Guidance on when to apply IEC 61511 or IEC 61508 (Figure 3 from  

IEC 61511-1) 
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Both IEC 61508 and IEC 61511 use the “safety lifecycle” as a framework in order to structure requirements relating 
to specification, design, integration, operation, maintenance, modification and decommissioning of a Safety 
Instrumented System (SIS). Each phase has a set of defined inputs and outputs, and towards the end of each phase, a 
check (or verification) shall be performed to confirm that the required outputs are as planned. The safety lifecycle 
from IEC 61511 is shown in Figure 2.2 below. For a summary of requirements related to each lifecycle phase, 
reference is made to Table 2 in IEC 61511-1.  
 

Risk analysis and
Protection Layer Design

(Chapter 7)1

Allocation of Safety
Functions to Protection

Layers
(Chapter 7)2

Safety Requirements
Specification for the Safety

Instrumented System
(Chapter 7)3

Design and Development of
other Means of Risk

Reduction
(not included in guideline)

Design and Engineering of
Safety Instrumented

System
(Chapter 8)4

Installation, Commissioning
and Validation

(Chapter 9)5

Operation and Maintenance
(Chapter 10)6

Modification
(Chapter 11)7

Decommissioning
(Chapter 12)8

Management
of Functional

Safety
and

Functional
Safety

Assessment

(Chapter 5
and 6)

10

Safety
Lifecycle
Structure

and
Planning

(Chapter 1
and 5)

Stage 1

Stage 2

Stage 3

Stage 4

Stage 5

Legend:

Typical direction of information flow

No detailed requirements given in IEC 61511

Requirements given in IEC 61511

NOTE:
1. Stage 1 through 5 inclusive defined in IEC 61511-1, subclause 5.2.6.1.3

Verification

(Chapter 6)

9

 
 
Figure 2.2 Lifecycle from IEC 61511 (ref. Figure 8 from IEC 61511-1), with reference to
  relevant chapters in this document (in brackets). 
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For the purpose of completeness, the lifecycle figure from IEC 61508 is also included, ref. Figure 2.3 below. For 
further specification of requirements to each lifecycle phase, reference is made to Table 1 in IEC 61508-1. 
 
 
 

Concept

Hazard and risk analysis

Overall safety requirements

Safety requirements allocation

Realisation of
E/E/PE safety

related systems
Realisation of
safety related

systems based on
other technology

External risk
reduction facilities

Overall planning

Operation
and

maintenance

Safety
validation

Installation
and

commisioning

Overall installation and
commissioning

Overall safety validation

Overall operation, maintenance
and repair

Decommisioning or disposal

Overall modification and
retrofit

Back to appropriate overall
lifecycle phase

Hardware Software

3

1

4

5

6 7 8

9 10 11
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13

14 15
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Overall scope
definition

2

 
 

Figure 2.3 Lifecycle from IEC 61508 (ref. Figure 2 from IEC 61508-1) 
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3 References 
 
Of the references found below some are referred to in this document, and some are listed just for information. 
 
Table 3.1 Table of references   
Document id. Document title 

 
IEC 61511 
Part 1,  2003-01 
Part 2, 2003-07 
Part 3, 2003-03 

Functional safety: Safety Instrumented Systems for the process 
industry sector - 
Part 1: Framework, definitions, system, hardware and software 
requirements 
Part 2: Guidelines in the application of IEC 61511-1 
Part 3: Guidance for the determination of the required safety 
integrity levels. 

IEC 61508 
 
Part 1, 1998-12 
Part 2, 2000-05 
Part 3, 1998-12 
Part 4, 1998-12 
Part 5, 1998-12 
Part 6, 2000-04 
Part 7, 2000-03 

Functional safety of electrical/electronic/programmable electronic 
safety-related systems -  
Part 1: General requirements 
Part 2: Requirements for electrical/electronic/programmable 
electronic safety-related systems 
Part 3: Software requirements 
Part 4: Definitions and abbreviations 
Part 5: Examples of methods for determination of safety integrity 
levels 
Part 6: Guidelines on the application of IEC 61508-2 and 61508-3 
Part 7: Overview of techniques and measures 

PSA Regulations Petroleum Safety Authority Norway; joint regulations 
- The Management regulations (January 2002) 
- The information duty regulations (January 2002) 
- The facilities Regulations (January 2002) 
- The Activities Regulations (January 2002) 
http://www.ptil.no 

NORSOK http://www.standard.no 
ISO 10418, 2003 Petroleum and natural gas industries -- Offshore production 

installations -- Basic surface process safety systems 
API RP 14C, March 2001, 7th Ed. Recommended practice for Analysis, Design, Installation and 

Testing of Basic Surface Safety Systems for Offshore Production 
Platforms (Note that the 4th Edition was issued as ISO 10418) 

ISO 13702, 1999 Petroleum and gas industries - Control and mitigation of fires on 
offshore production installations – Requirements and guidelines 

ISO 17776, 2000 Petroleum and natural gas industries -- Offshore production 
installations -- Guidelines on tools and techniques for hazard 
identification and risk assessment 

ISO 9000 http://www.standard.no, http://www.iso.org 
ANSI/ISA-S84.00.01-3 – 2004 
 

Functional Safety: Safety Instrumented Systems for the Process 
Industry Sector, Part 1-3 

PDS Method, 2003 Reliability Prediction Method for Safety Instrumented Systems 
SINTEF Report STF38 A02420, http://www.sydvest.com 

PDS Data, 2004 
 

Reliability Data for Safety Instrumented Systems,  
SINTEF Report STF38 A04423, http://www.sydvest.com 

Published by the OREDA participants, 
2002  

Offshore Reliability Data Handbook 2002 - fourth Edition 

UKOOA, November 1999, Issues No 2 Guidelines for Instrumented-Based Protective Systems 
CCPS / AIChE, 1993 Guidelines for Safe Automation of Chemical Processes 
CCPS / AIChE, 1994 Guidelines for Preventing Human Error in Process Safety 
STF75 A93060, 15/03/1994 Human Dependability Methods for Control and Safety Systems 
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4 Abbreviations and definitions 

4.1 Abbreviations 
 
Below, a list of abbreviations used in this document is given. 
 
 
BDV  - Blow down Valve 
BOP  - Blow out Preventor 
CCF  - Common Cause Failure 
CCR   Central Control Room 
CIV  - Chemical Injection Valve 
CPU  - Central Processing Unit 
DC  - Diagnostic Coverage 
DCV  - Directional Control Valve 
DHSV  - Downhole Safety Valve 
EERS  - Evacuation, Escape and Rescue Strategy 
EPU  - Electric Power Unit 
ESD  - Emergency Shutdown 
ESV  - Emergency Shutdown Valve  
EUC  - Equipment under Control 
FAT  - Factory Acceptance Test 
FES  - Fire and Explosion Strategy 
F&G  - Fire and Gas 
FMEA  - Failure Mode Effect Analysis 
FMECA  - Failure Mode Effect and Criticality Analysis 
HAZID  - Hazard Identification 
HAZOP  - Hazard and Operability study 
HFTL  - Hardware Fault Tolerance 
HIPPS  - High Integrity Pressure Protection System 
HPU  - Hydraulic Power Unit 
HSE  - Health, Safety and Environment 
I/O  - Input/Output 
LT  - Level Transmitter 
MOC  - Management of Change 
MooN  - M out of N 
NDE  - Normally De-energised 
NE  - Normally Energised 
OREDA  - Offshore Reliability Data 
PCS  - Process Control System 
PFD  - Probability of Failure on Demand 
PLC  - Programmable Logic Controller 
PSA  - Petroleum Safety Authority Norway (former NPD- Norwegian Petroleum Directorate) 
PSD  - Process Shutdown 
PSF  - Probability of Systematic Failure (previously denoted TIF) 
PSV  - Process Safety Valve 
PT  - Pressure Transmitter 
PMV  - Production Master Valves 
PWV  - Production Wing Valve 
QA  - Quality Assurance 
QRA  - Quantitative Risk analysis 
RBD  - Reliability Block Diagram 
RNNS  - Risikonivå på Norsk Sokkel (eng: Risk Level on the Norwegian Continental Shelf)  
SAR  - Safety Analysis Report 
SAT  - Safety Analysis Table 
SFF  - Safe Failure Fraction 
SIF  - Safety Instrumented Function 
SIL  - Safety Integrity Level 
SIS  - Safety Instrumented System 
SRS   - Safety Requirement Specification 
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SSIV  - Subsea Isolation Valve 
TT  - Temperature Transmitter 
UPS  - Uninterrupted Power Supply 
XV  - Process Shutdown Valve 
 
For other abbreviations see also IEC 61511-1 
 
NOTE: The term “VOTING” in this document always refers to safety availability, and not to production availability. 
This means that in a MooN voting, the result will be a safe state when at least M of the N subsystems fulfils their 
predefined actions. This is independent of NE/NDE design  
 

4.2 Definitions 
The definitions given below are meant to be additional to those found in IEC 61508-4 and 61511-1. If repeated, the 
definitions below are included for the purpose of clarification, using terminology familiar to the offshore industry.  
 
 
Commissioning  The functional verification of equipment and facilities that are grouped together 

in systems 
NOTE: The term Commissioning used in the IEC 61508 and IEC 61511 standards is 
equal to the term Mechanical Completion as used within this document. 

  
Dangerous failure Failure which has the potential to put the safety-related system in a hazardous or 

fail-to-function state 
NOTE:  A fraction of these failures, i.e. the “dangerous detected failures”, will be 
revealed by automatic diagnostic tests. The residual dangerous failures, not detected by 
self test, are denoted “dangerous undetected failures” 

  
Deviation In this document the term deviation is applied to denote a departure from the 

requirements specified in the minimum SIL table, either with respect to function 
or with respect to integrity level 
NOTE:  As opposed to “non-conformities”, deviations are a result of a planned activity, 
i.e. the need for deviations are identified prior to the execution of the relevant activities 

  
Fire area A fire area is assumed to withstand the dimensioning fire load. The determination 

of dimensioning fire load is based on the amount of hydrocarbon that is found in 
the process segment confined by the fire area 
 

Functional Safety 
Assessment 

Functional Safety Assessment is an investigation, based on evidence, to judge the 
functional safety achieved by one or more protection layers (ref. IEC 61511-1). 
NOTE: See chapter 6 for further discussion and relationship between verification, 
validation and functional safety assessment 

  
Global safety function Global safety functions, or “fire and explosion hazard safety functions”, are 

functions which typically provide protection for one or several fire cells. 
Examples will be emergency shutdown, isolation of ignition sources and 
emergency blow down  

  
Local safety function Local safety functions, or “process equipment safety functions”, are functions 

confined to protection of a specific process equipment unit. A typical example 
will be protection against high level in a separator through the PSD system 

  
Mechanical 
Completion 

The checking and testing of equipment and construction to confirm that the 
installation is in accordance with drawings and specifications and ready for 
commissioning in a safe manner and in compliance with project requirements. 

  
Non-conformity Non-fulfilment of a requirement (ref. ISO 9000) 

NOTE:  As opposed to “deviations”, non-conformities are a result of mistakes, i.e. they 
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are revealed after the relevant activities are executed 

  
Safe failure Failure which does not have the potential to put the safety-related system in a 

hazardous or fail-to-function state 
NOTE:  A fraction of these failures, i.e. the “safe detected failures”, will be revealed by 
automatic diagnostic tests. The residual safe failures, not detected by self test, are denoted 
“safe undetected failures” 

  
Systematic failure Failure related in a deterministic way to a certain cause, which can only be 

eliminated by a modification of the design or of the manufacturing process, 
operational procedures, documentation or other relevant factors (ref. IEC 61508-
4) 

  
Validation Confirmation, through the provision of objective evidence, that the requirements 

for a specific intended use or application have been fulfilled  
NOTE 1: The term "validated" is used to designate the corresponding status  
NOTE 2: The use conditions for validation can be real or simulated  
(ref. ISO 9000)  
NOTE 3: See chapter 6 for further discussion 

  
Verification Confirmation, through the provision of objective evidence, that specified 

requirements have been fulfilled  
NOTE 1: The term "verified" is used to designate the corresponding status  
NOTE 2: Confirmation can comprise activities such as  
 - performing alternative calculations,  
 - comparing a new design specification with a similar proven design specification,  
 - undertaking tests and demonstrations, and  
 - reviewing documents prior to issue.  
(ref. ISO 9000) 
NOTE 3: See chapter 6 for further discussion 
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5 Management of functional safety 
 

5.1 Objective 
 
The objective of this chapter is to identify the management activities that are necessary to ensure that functional 
safety requirements are met. 
 
Health, Safety and Environment (HSE) management within the scope of IEC 61508 and IEC 61511 constitutes all 
activities necessary to ensure that the SIL requirements are identified, designed and maintained during the entire 
lifecycle of the systems. These activities are referred to as management of functional safety. 
 
It should be noted that the term “HSE management” in general has a broader scope than the IEC 61508 and IEC 
61511 interpretation. Safety related aspects of an installation like conceptual design, structural and stability aspects, 
total system design and operation, drilling, environment aspects, working environment, construction safety, interface 
between operator and contractors etc., all need to be included in the overall management system. 
 

5.2 Requirements 

5.2.1 Competence 
All activities that affect the safety life cycle of the SIS shall be managed and performed by personnel who are 
competent to do so in accordance with the relevant requirements in the PSA regulations and in IEC 61508 and IEC 
61511. As a minimum, the following items should be addressed when considering the competence issue: 
 
• engineering knowledge, training and experience appropriate to the: 

• process application; 
• technology used (e.g., electrical, electronic or programmable electronic); 
• sensors and final elements. 

• safety engineering knowledge (e.g., process safety analysis); 
• knowledge of the legal and safety regulatory requirements; 
• adequate management and leadership skills appropriate to their role in safety lifecycle activities; 
• understanding of the potential consequences of undesirable events; 
• the safety integrity level of the safety instrumented functions; 
• the novelty and complexity of the application and the technology. 
 
Furthermore, both operators and contractors working with such systems must have formal employee appraisal and 
training programs to ensure the above. 
 

5.2.2 Responsible Person 
All personnel and organisational units responsible for carrying out and reviewing each of the safety lifecycle phases 
shall be identified and be informed of the responsibilities assigned to them. 
 
It is important that clear lines of responsibility are established for each phase of the safety lifecycle. This should be 
under the control of a designated responsible person or job position with the necessary authority assigned to it. All 
persons with significant involvement with SIS should understand and know the nature and extent of their 
responsibilities.  
 
The person or job position with overall responsibility for the SIS must ensure that the system performance is in 
accordance with the SIS Safety Requirements Specification. This includes: 
 
• Ensure that operations and maintenance procedures (ref. chapter 10) are available and used as intended. In 

particular, ensure that appropriate records are maintained with respect to test results, maintenance activities, 
system failures and failure types, and demand rate on the system; 

• Ensure that the competency of operators, maintenance technicians and engineers who work with or on the safety 
system is adequate; 
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• Ensure that access control to the safety system including the use of keys and passwords is in place; 
• Ensure that management of change procedures as defined in chapter 11 are available and applied. 
 

5.2.3 Planning 
A clear and concise plan shall be developed to define the required activities, persons, department, organisation or 
other units responsible to carry out these activities. This plan shall be a “live” document, i.e. updated and maintained 
throughout the entire safety lifecycle. 
 
All verification, validation and assessment activities, as further described in chapter 6, must be included in the plan. 
 

5.2.4 Follow up 
Procedures shall be developed and implemented to ensure the expedition, follow-up and resolution of 
recommendations relating to the SIS that arises from: 
 
• Hazard analysis and risk assessment; 
• Other assessment activities; 
• Verification activities; 
• Validation activities; 
• Functional Safety Assessment (FSA). 
 

5.2.5 Assessment, auditing and revisions 
In accordance with the PSA regulations, a programme shall be in place for regular audits, reviews and revisions of 
the processes throughout the safety lifecycle. The assessment team appointed for this purpose shall include the 
necessary technical and operational expertise for the particular installation. 
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6 Verification, Validation and Functional Safety Assessment 

6.1 Introduction 
 
Verification, validation and safety assessment activities shall be performed at defined milestones. The minimum 
requirements for such milestones are as shown in Figure E.1 attachment E. 
 

6.2 Interpretation of terms 
 
ISO/PSA and IEC 61508/61511 interpret the terms Verification, Validation and Functional Safety Assessment in 
somewhat different ways. Figure 6.1 is an attempt to clarify the relationship between the terms, which are further 
explained in chapters 6.3 – 6.5. 
 
 

Validation

Verification

Verification /
validation

Functional Safety

Assessment

ISO
interpretations

IEC
 interpretations

Checking against
 requirements

Checking against requirements
 as well as

checking adequacy of specification itself

Checking against
 requirements

(for one phase / for several phases)
Checking adequacy of specification

 
 
Figure 6.1 Interpretation of the relationship between verification, validation and 

functional safety assessment according to ISO and IEC, respectively 
 
 

6.3 Verification 
 
In this document verification implies performing independent checks for each phase of the safety lifecycle and, for 
specified inputs, to demonstrate that the deliverables meet the requirements and objectives for the phase. 
 
The checks could, for example, include independent document reviews and/or independent calculations or tests. The 
verification plan should define: 
 
• The items to be verified; 
• The procedures to be used for verification; 
• When the verification activities should take place; 
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• The parties responsible for the verification activities, including the required level of independence; 
• The basis for the verification, i.e. the information/specification(s) to verify against; 
• How to handle deviations and non-conformities. 
 
The results of the verification process shall be properly documented and available upon request.  
 

6.4 Validation 
 
The ISO definition of validation (ref. section 4.2) implies checking whether the design is fit for the intended use or 
application. This includes checking if the user requirements are adequate, as well as ensuring that the design is 
capable of fulfilling the user requirements.  
 
It should be noted that in the context of IEC 61508 and IEC 61511, validation very much resembles verification, the 
main difference being that when performing a validation, the extent of the checking covers several lifecycle phases. 
IEC 61508 and IEC 61511 describe two such validation activities: First, a SIS safety validation shall be performed at 
the end of the design phase. This activity includes checking the design against the Safety Requirements Specification, 
and is defined as a validation.  This is because the design phase is broken down in several stages, the last stage 
constituting the SIS validation (ref. figure 2 in IEC 61508-2). Secondly, an overall safety validation is prescribed 
after installation and mechanical completion, in order to demonstrate that the SIS meets the Safety Requirements 
Specification in all respects. 
 
Hence, when using the ISO definitions from section 4.2, it is seen that the IEC 61508/61511 validations are actually 
verifications. The activity of ensuring the quality of e.g. the Safety Requirements Specification (i.e. whether it is 
adequate) is in IEC 61508/61511 not defined as a validation, but rather as a functional safety assessment.  
 
NOTE: The activity of demonstrating that the SIS meets the Safety Requirements Specification after installation and mechanical 
completion, is also sometimes referred to as a Site Acceptance Test (SAT) or final commissioning. Overall safety validation is 
further described in sections 9.3.4 – 9.3.6 of this document. 
 

6.5 Functional Safety Assessment 
Functional safety assessment in the context of IEC 61508 and IEC 61511 implies performing independent reviews 
and audits at predefined stages of the safety lifecycle (often referred to as “independent 3’rd part verifications”). 
“Independent” implies that personnel not involved in the design should perform the Functional Safety Assessment.  
Tables 4 and 5 in IEC 61508-1 specify the minimum level of independence of such personnel. It is important to 
involve highly competent personnel with diverse competence in the assessment, in order to reveal possible 
weaknesses, systematic failures and omissions. Functional Safety Assessment may be performed by means of, for 
example, Design Reviews, Peer Reviews and/or Technical Safety Audits. 
 
IEC 61511 recommends such assessments to be made at the following stages: 
 

i. After the hazard and risk assessment has been carried out, the required protection layers have been identified 
and the safety requirement specification has been developed; 

ii. After the safety instrumented system has been designed; 
iii. After the installation, pre-commissioning and final validation of the safety instrumented system has been 

completed and operation and maintenance procedures have been developed; 
iv. After gaining experience in operation and maintenance; 
v. After modification and prior to decommissioning of a safety instrumented system. 

 
Especially the first (i.) and also the third (iii.) assessment listed above are of particular importance when it comes to 
making the safety functions fit for use.  
 
The number, size and scope of functional safety assessment activities depend on the specific circumstances.  Factors 
influencing this decision will include the size, complexity and duration of the project, the safety integrity levels, the 
consequences in the event of failure and the degree of standardisation of design features. 
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7 Development of SIL requirements 

7.1 Objective 
 
The overall objective of this chapter is to describe a methodology for determining SIL requirements for instrumented 
safety functions. This includes: 
• to propose definitions of Equipment Under Control (EUC) for local and global safety functions; 
• to describe the required extent of hazard and risk analysis; 
• to describe minimum SIL requirements and how to identify deviations from these requirements; 
• to propose suitable methods for handling deviations from the minimum SIL table. 
 
Since this document provides minimum SIL requirements for the most common instrumented safety functions, 
allocation of SIL requirements between function (as specified by IEC 61508) is not described as a separate activity in 
this chapter. 
 

7.2 Approach 
 
This document does not describe a fully risk based approach for determining SIL requirements according to IEC 
61508. Rather, a table of minimum SIL requirements is given and shall be adhered to whenever relevant. The 
rationale behind these predefined integrity levels is to ensure a minimum safety level, to enhance standardisation 
across the industry, and also to avoid time-consuming calculations and documentation for more or less standard 
safety functions. A more detailed discussion of this is given in section 7.6. 
 
Needs for deviating from these requirements will, however, arise, e.g. due to technological advances as well as 
special conceptual or operational aspects. Whenever identified, these “deviations” need to be treated according to 
IEC 61508/61511 methodology, i.e. the safety integrity level should be based upon a qualitative or quantitative risk 
based method (ref. section 7.7). 
 
Figure 7.1 below illustrates the process for developing SIL requirements as described in this chapter. This covers the 
lifecycle phases as represented by box 1-3 in Figure 2.2, or box 1–5 in Figure 2.3. 
 

7.3 Definition of EUC 
 
The purpose of this activity is to achieve a thorough understanding of the equipment under control (EUC). 
IEC 61508 does not provide any specific rules as to how the EUC and its boundaries shall be defined. However, 
based on IEC definitions, the EUC could be a piece of equipment, machinery, part of an offshore installation, or even 
the entire installation. The EUC shall be considered as the source of hazards and hence shall be protected either by 
Safety Instrumented Systems (SIS), other technology safety systems, external risk reducing measures, or a 
combination of these systems. 
 
In this document a distinction is made between two main types of EUC; Those protected by local safety functions 
(such as PSD) and those protected by global functions (such as ESD). Examples on how to define EUC for these two 
cases are given in Appendix B.1 and B.2 respectively. 
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Figure 7.1 Flowchart – development of SIL requirements 
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7.4 Hazard and risk analysis 

7.4.1 Scope of hazard and risk analysis 
The hazard and risk analysis shall, according to IEC 61508, determine the following issues: 
 
• the hazards and the hazardous events of the EUC and associated control equipment; 
• the event sequence leading to the hazards; 
• the EUC risks associated with the identified hazards; 
• the requirements for risk reduction. 
 
The hazard and risk analysis shall consider all reasonable foreseeable circumstances including possible fault 
conditions, misuse and extreme environmental conditions. The hazard and risk analysis shall also consider possible 
human errors, and abnormal or infrequent modes of operation of the EUC.  
 
As discussed in section 7.2, a table with minimum SIL requirements for determination of integrity levels for 
“standard” safety functions is provided. This approach, as compared to a fully risk based IEC 61508 analysis, will 
limit the required scope and extent of the risk analysis, and will direct focus towards the hazard identification, and in 
particular the identification of deviations from the minimum SIL table. Furthermore, an important activity will be, 
whenever possible, to verify by QRA that the minimum SIL requirements are sufficient to fulfil the overall risk 
acceptance criteria. 

7.4.2 Hazard identification (HAZID) 
Hazard identification (HAZID) must be performed for the defined EUC and its associated control system. The 
objective of the HAZID will be to identify the inherent hazard potential of the EUC, without safety related functions 
present. The HAZID must be sufficiently detailed so as to enable identification of potential deviations from the 
minimum SIL table. 
 
The HAZID shall be carried out with due consideration to issues such as: 
 
• properties of the fluids being handled; 
• operating and maintenance procedures; 
• the different operations and operational modes affecting the EUC, such as start-up, shutdown, maintenance, 

pigging, well interventions, etc.; 
• hazards arising from human intervention with the EUC, i.e. the effect of human/operational errors; 
• the novelty and complexity of the installation under consideration; 
• the subsequent need for special protection functions due to the hazards identified; 
• whether a failure of the PCS can cause separate hazards and/or a demand on the SIS. 
 
In order to reduce the chance of omitting any hazards during the examination of the EUC, the hazard identification 
should be performed by a multidiscipline team covering the relevant engineering disciplines as well as operational 
and maintenance experience. 
 
The type of technique(s) applied for identification of hazards will depend on factors such as the lifecycle stage at 
which the identification is undertaken (information available) and the type and complexity of the installation. 
Generally, the more novel and complex an installation, the more “structured” approach will be required. For a more 
detailed discussion of this topic, see e.g. ISO 17776; “Guidelines on tools and techniques for identification and 
assessment of hazardous events”. 
 

7.5 Definition of safety functions 

7.5.1 Scope 
The overall objective of this activity is to define the safety instrumented functions that should either conform with the 
minimum SIL table (ref. section 7.6) or which represent deviations from this table (ref. section 7.7). This includes: 
 
• Describe the safety functions required to protect against the risks identified;  
• Define safety functions to be implemented in SIS (i.e. safety instrumented functions); 
• Define safety instrumented functions that do not conform to the minimum SIL table. 

 



Application of IEC 61508 and IEC 61511 in the Norwegian Petroleum Industry 
 
No.: 070        Date effective: October 2004           Revision no.: 02             Date revised: October 2004 

 
 
 
23 of 159 

 
7.5.2 Requirements 
For process safety design following an ISO 10418 analysis, the local safety functions will be defined through the 
safety analysis tables documenting the analysis (example for overpressure of equipment: PAHH/PSD + PSV). 
Deviation from conventional ISO 10418 design such as the use of HIPPS, or other deviations from the minimum SIL 
table, shall be identified and documented in the SAT tables. 
 
Requirements for global safety functions are to a large degree specified in the PSA regulations (ref. the “facility 
regulations”) and NORSOK. Additional requirements relevant to the global safety functions may follow from the 
Quantitative Risk analysis (QRA) or from preparing the Fire and Explosion Strategy (FES, ref. ISO 13702). 
 
Based on the ISO 10418 analysis, HAZOP studies, the QRA, the FES and/or other analyses, safety function 
deviations may have been identified. Definition and handling of such deviations are further described in section 7.7.  
 
For all other safety instrumented functions, the minimum SIL requirements as given in Table 7.1 below shall apply. 
 
It is essential that the safety instrumented functions are defined such that all equipment / utilities required to fulfil the 
specified action are included. For functions requiring energy to operate, it is essential that the energy source is 
included as part of the safety function. For example, this will imply (but not be limited to): 
 

• for a valve depending upon local hydraulic supply to perform its intended function (i.e., double acting 
hydraulic valves), the safety function shall include also the local hydraulic supply system 

• the UPS must be included in safety functions requiring this supply source, e.g. the UPS may be required for 
opening the deluge valve  

• for systems not being fail safe it is necessary to consider which energy sources are available and required 
during different scenarios (main power, emergency power, UPS) 

 

7.6 Minimum SIL requirements  
 
Table 7.1 below presents the minimum SIL requirements. When stating minimum SIL requirements like the ones 
below, one main objective has been to ensure a performance level equal to or better than today’s standard. Hence, in 
cases where the generic reliability data has indicated a requirement just between two SIL classes, generally the 
stricter SIL requirement has been chosen. This is also in line with the PSA requirement for continuous improvement. 
 
For several safety functions it has been difficult to establish generic definitions. Due to installation specific 
conditions, design and operational philosophies etc., the number of final elements to be activated upon a specified 
cause will for example differ from case to case. Consequently, several of the requirements are given on a sub-
function level rather than for a complete safety function. 
 
It is important to emphasise that the tabulated SIL requirements are minimum values, and therefore need to be 
verified with respect to the overall risk level. The minimum SIL requirements should be used as input to QRA, which 
will then represent a verification of the stated requirements, especially for the global safety functions. If the QRA 
reveals that the overall risk level is too high, e.g. due to a particularly large number of high pressure wells or risers, 
then this could trigger a stricter requirement to one or more of the safety functions in Table 7.1 (ref. example in 
Appendix C.2). Similarly, other types of analyses performed in the design phase may introduce more stringent 
requirements than specified in the minimum SIL table (ref. discussion in section 7.7). 
 
It is also important to emphasise that the minimum SIL requirements given in Table 7.1 are only one part of the 
requirements that must be fulfilled in order to ensure compliance with IEC 61508/61511 and this document. As 
discussed in other sections of this document, management of functional safety, architectural constraints on hardware 
safety integrity, behaviour upon detection of a fault and control and avoidance of systematic faults are other 
important aspects to be considered. 
 
The following additional assumptions constitute the basis for the requirements given in Table 7.1: 
 

• The SIL requirements given in the table basically apply for risk to personnel. When using the table to 
consider environmental risk and risk to assets / production, special care should be taken as to the 
applicability of the requirements. For some cases, e.g. particularly vulnerable environmental areas, special 
considerations might result in a need for stricter requirements, whereas in other cases the requirements might 
be relaxed; 
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• The requirements to PSD functions implicitly assume a second level of protection (e.g. a PSV) as specified 

in ISO 10418. It should be noted that HIPPS in this document is considered as a deviation from 
conventional design (ref. examples in Appendix C); 

• Basically the given SIL requirements apply for all systems involving the specified functions and where 
failure of these may constitute a risk with respect to personnel, the environment or to economical assets. If, 
for some reason, it is decided to apply lower requirements for special types of systems (e.g. selected utility 
systems, low pressure vessels, low flammability liquids, etc.), it must be demonstrated that this achieves an 
acceptable risk level (e.g. by the use of risk graph, QRA, or other type of analyses); 

• Failure data used for verifying the quantitative PFD requirements must be qualified as described in Section 
8.5.2 

• For functions like activation of firewater and start of ballasting, the SIL requirements only include start up 
of pumps. The additional importance of having a running function for a specified time period should also be 
considered, e.g. in the SRS. 

 
For detailed definitions of the safety functions and background information concerning assumed failure rates, test 
intervals and demand rates (all typical values), reference is made to Appendix A. 
 
Table 7.1 Minimum SIL requirements - local safety functions 
Safety function SIL Functional boundaries for given SIL requirement / 

comments 
Ref. 
APP. A 

Process segregation 
(through PSD) 
 
(closure of several 
valves) 

1 The SIL requirement applies to the whole PSD function as defined 
in Appendix A.3.1.  
 
The function starts where the signal initiating shutdown is 
generated and includes all valves necessary to effectuate the actual 
segregation of the process equipment or section. 
 
Note: The sensor element has not been included in the function. 
However, doing this should generally not jeopardise the SIL 1 
requirement. 

A.3.1 

PSD  functions :  
 
PAHH 
LAHH 
LALL 
 
(closure of critical 
valve(s)) 

2 The SIL requirement applies to closure of critical valve(s) through 
the PSD system as defined in Appendix A.3.2. 
 
The function starts with (and includes) the process sensor and 
terminates with closing of critical valve(s) within the time required 
to avoid process conditions above design limits. 
 
Note: The given requirement for PAHH and LAHH is for closing 
the hydrocarbon inlet to the considered process equipment 
independent of number of valves/lines.  

A.3.2 

PSD/ESD function: 
LAHH on flare KO 
drum 
 
(detection and transfer 
of shutdown signal 
through both PSD and 
ESD) 

3 The SIL requirement applies to the combined PSD and ESD 
function as defined in appendix A.3.3.  
 
The function starts with (and includes) the process sensors and 
terminates at the unit(s) intended to perform the action (see Note 
below). 
 
Note: The final element(s) have not been included since a generic 
definition of this function has been impossible to give. 

A.3.3 

PSD function: 
TAHH/TALL 
 
(closure of final 
element) 

2 The SIL requirement applies to closure of the critical valve 
through the PSD system as defined in Appendix A.3.4. 
 
The function starts with (and includes) the temperature sensor and 
terminates with closing of the critical valve. 
 
Note 1: the final element could be different from a valve, e.g. a 
pump which must be stopped. 

A.3.4 

PSD function: PALL  
 
(primary protection 

NA No particular SIL requirement is given for leak detection through 
the PSD system. This applies only if a gas detection system is 
capable of detecting gas occurrences such that the likelihood of 

A.3.5 
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Safety function SIL Functional boundaries for given SIL requirement / 

comments 
Ref. 
APP. A 

against leakage) escalation is minimised. 
 
Note 1: No particular requirement to SIL is given due to the 
assumed low reliability of detecting low pressure. When 
disregarding the initiator, this function is capable of fulfilling a 
SIL 1 requirement (as for “process segregation through PSD” 
above). 
Note 2: For under pressure protection the SIL requirements should 
be individually addressed 

 
 
 
Table 7.1 cont. Minimum SIL requirements - global safety functions  
Safety function SIL Functional boundaries for given SIL requirement / 

comments 
Ref. 
APP. A

ESD sectioning 
 
(closure of one ESD 
valve) 

2 The SIL requirement applies to the sub-function needed for closure 
of one ESD valve, i.e.: 
- ESD-node 
- ESD valve including solenoid(s) and actuator 
 

A.4 

Depressurisation (blow 
down);  
 
(opening of one blow 
down valve) 

2 The SIL requirement applies to the sub-function needed for opening 
of one blow down valve, i.e.: 
- ESD-node 
- Blow down valve including solenoid(s) and actuator 
 
Note: The given requirement assumes a “standard” blow down 
system. If another design solution, such as e.g. sequential blow 
down, is implemented, this must be treated as a deviation if the SIL 
2 requirement is not fulfilled. 
 

A.5 

Isolation of topside well;  
 
(shut in of one well by 
the ESD including PSD 
function) 

3 The SIL requirement applies to the sub-function needed for 
isolation of one topside well, i.e.: 
- ESD-node (wellhead control panel) 
- PSD-node 
- Wing valve (WV) and master valve (MV) including solenoid(s) 

and actuators 
- Down hole safety valve (DHSV) including solenoid(s) and 

actuator 
 
The function starts at the unit where the demand is initiated (unit 
not included), and ends with the valves shutting in the well. 

A.6 

Isolation of riser; 
 
(shut in of one riser) 

2 The SIL requirement applies to the sub-function needed for 
isolation of one riser/flow line, i.e.: 
- ESD-node 
- ESD valve including solenoid(s) and actuator 
 
The function starts at the unit where the demand is initiated (unit 
not included), and ends with the valve closing towards the riser. 

A.7 

Fire detection;  
 
(alarm signal generated, 
processed and action 
signals transmitted) 

2 
 

The SIL-requirement applies to the sub-function needed for fire 
detection, given exposure of one detector, i.e.: 
- Fire detector (heat, flame or smoke) 
- F&G node 
 

A.8 

Gas detection;  
 
(alarm signal generated, 
processed and action 

2 The SIL-requirement applies to the sub-function needed for gas 
detection, given exposure of one detector, i.e.: 
- Gas detector 
- F&G node 

A.9 
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Safety function SIL Functional boundaries for given SIL requirement / 

comments 
Ref. 
APP. A

signals transmitted) 
Electrical isolation; 
 
(signal giving action 
processed in F&G logic 
and electrical ignition 
sources removed) 

2 The SIL-requirement applies to the sub-function needed for 
electrical isolation given signal from F&G/ESD node, i.e.: 
-     F&G node 
-     Circuit breakers (6 off) 
  

A.10 

Release of firewater / 
Deluge;  
 
(fire water demand 
signal processed in Fire 
& Gas logic, start of fire 
pump, and opening of 
deluge-valve) 
 

2 
 

The SIL requirement applies to the sub-function needed for opening 
of one deluge valve, given confirmed fire or gas, i.e.: 
- the fire water demand signal processed in the fire pump logic 
- start of fire pumps 
- Opening of one  deluge-valve (given confirmed fire) 
 
The function is considered successful when a certain amount of 
water (l/min) flows through the deluge valve. 

A.11 

Manual initiation of 
F&G / ESD functions 
from field/CCR 

2 The SIL requirement applies to manual function initiated from field;
- Safety Node 
- Push button 
 

A.15 

Start of ballast system 
for Initiation of rig re-
establishment 
 
(opening of three ballast 
control valves and 
starting of one of two 
ballast pumps) 
 

1 The SIL requirement applies to the sub-function needed for opening 
of three valves and starting of one pump, i.e.: 
- Ballast control node 
- Three ballast control valves including solenoids 
- Motor starter for one pump (in a 2x100% configuration) 
 

A.12 

Emergency stop of 
ballast system 
 
(Pushbutton initiated 
relay logic stopping one 
pump by removing the 
electrical power to the 
motor and closing one 
valve by removing the 
electrical power in the 
logic output signal loop 
controlling the valve) 

2 The SIL requirement applies to the sub-function needed for 
pushbutton initiated emergency stopping of one pump and one 
valve, i.e.: 
- Emergency pushbutton 
- Shutdown relay logic for one pump and one valve 
- Contactor for pump motor 
- Valve, including solenoid and pilot 

A.12 
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Table 7.1 cont. Minimum SIL requirements - subsea safety functions  
Safety function SIL Functional boundaries for given SIL requirement / 

comments 
Ref. 
APP. A

Subsea ESD  
 
Isolate one subsea well 

3 Shut in of one subsea well.  
 
The SIL requirement applies to a conventional system with flow 
line, riser and riser ESD valve rated for reservoir shut in conditions. 
Isolation of one well by activating or closing: 
 
-   ESD node 
-   Topside Hydraulic (HPU) and/or Electrical Power Unit (EPU)  
-   Wing Valve (WV) and Chemical Injection Valve (CIV) 
including  
    actuators and solenoid(s) 
-   Master Valve (MV) 
-   Downhole Safety Valve (DHSV) ) including actuators and  
    solenoid(s) 
 
Note) If injection pressure through utility line may exceed design capacity 
of manifold or flow line, protection against such scenarios must be 
evaluated specifically. 

A.13 

Note: If a PSD system is specified for a conventional system for safety reason, the PSD functions shall be minimum 
SIL 1. 
 
 
Table 7.1 cont. Minimum SIL requirements – drilling related safety functions  
Safety function SIL Functional boundaries for given SIL requirement / 

comments 
Ref. 

APP. A
2 Annular/pipe ram function 1) 

 
A.14.2 Drilling BOP function 

 
Closing of relevant BOP 
valve(s) in order to 
prevent blowout and/or 
well leak 

2 Blind shear ram function 1) A.14.2 

1) The total safety functions include activation from the drillers console or the tool pushers console and the remotely 
operated valves needed to close the BOP sufficiently to prevent blowout and/or well leak. 
 

7.7 Handling of deviations from the minimum SIL requirements 

7.7.1 Identification of deviations 
As discussed in section 7.6, the objective of the minimum SIL table is to cover the most common safety functions. 
However, deviations from this table will occur and must be identified and treated according to IEC 61508 
methodologies. 
 
In the context of the minimum SIL requirements given in Table 7.1, the following types of deviations are relevant to 
consider: 
 
• A Functional deviation: i.e. a safety function not covered by Table 7.1. Such deviations may result from hazards 

requiring instrumented safety functions other than those defined as conventional design according to ISO 10418, 
other relevant standards or those described in the PSA regulations and in this document. This would typically be 
HIPPS as a replacement for PSV capacity, instrumented protection instead of full flow PSV capacity, safety 
interlock systems, pipeline protection systems, unproven technology, etc.  
  

• An integrity deviation, i.e. an instrumented safety function as described in the minimum SIL table has been 
identified, but particular conditions imply a different integrity level requirement. Such a requirement could arise 
from: 
• a special consideration related to the frequency of the associated hazard, e.g. 
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- a high demand rate1 on a particular safety function is foreseen or experienced. Identification of a high 

demand rate may be done in the design phase, e.g. during HAZOP, but would normally result from 
operational experience (in which case it according to ISO terms, will actually represent a non-
conformity, ref. section 4.2). A very high demand rate on a safety function would often represent an 
operational problem with respect to production availability and as such initiate alternative solutions 
and/or re-design. 

- a high accumulated demand rate is foreseen for a particular safety function, e.g. due to a very large 
number of risers, in which case a higher SIL requirement for the function “isolation of riser” could 
result. 

• a special consideration related to the consequences of the associated hazard, e.g. due to concept specific 
aspects concerning layout, process conditions (pressures, temperatures, fluid characteristics), manning, etc. 

 
Identification of “functional deviations” as defined above may result from HAZOP, flare studies, design reviews or 
other design activities.  Such deviations shall be treated according to IEC 61508 methodology. 
 
With respect to “integrity deviations”, the QRA will, as discussed in section 7.6, to some extent verify whether the 
chosen integrity levels are compatible with the overall acceptable risk level. Consequently, the QRA will represent 
one means of identifying integrity deviations. Furthermore, such deviations may also be identified through HAZOP 
analyses, from dedicated reliability analyses, from fire and explosion consequence modelling, etc. 
 
As discussed in section 7.4, the application of analysis techniques like HAZOP and QRA, does not give any 
guarantee as to whether all potential deviation cases are actually identified. However, in order to minimise the 
likelihood of disregarding any deviation cases, the important point will be to ensure a consistent approach towards 
hazard identification and assessment. It has been suggested that if ISO 13702 is properly fulfilled, the methodology 
described herein facilitates a consistent approach towards such identification. Furthermore, the NORSOK standard Z-
013 (“Risk and Emergency Preparedness Analysis”) as well as ISO 17776 both represent useful references with 
respect to hazard identification and assessment. 
 

7.7.2 Required input for handling of deviations 
In order to determine the integrity level for a given safety function deviation, the following input is required: 
 
• a description of the EUC and its control system (from section 7.3); 
• a description of the condition(s) causing the deviation (from section 7.4); 
• a description of the frequency (demand rate) and the consequences of the event(s) (from separate risk analysis); 
• a description of additional safety functions available (if any). 
 
Furthermore, a risk acceptance criterion must be defined in order to determine the required risk reduction. Such a risk 
acceptance criterion would normally be defined by the operator himself. In addition, PSA have in their regulations 
(ref. the Facilities Regulations, §6 and §9) indicated an acceptable annual frequency for loss of main safety functions 
such as escape routes, structural integrity and evacuation means.  
 

7.7.3 Determination of SIL for safety function deviations 
Both IEC 61508 (part 5) and IEC 61511 (part 3) contain several risk based methods for establishing safety integrity 
levels. A problem, however, being that the number of methods available is considerable whereas the description of 
which method to use for which case is limited. Furthermore, and as discussed in section 7.6, experience has proved 
that the use of e.g. risk graphs may result in non-consistent determination of SIL and also has a limited application 
for global safety functions. 
 
In appendix C some examples are therefore given on how to handle functional and integrity deviations from the 
tabulated minimum SIL requirements (please note that the appendix has a limited number of examples). The 
examples include:  
 

                                                           
1 No specific demand rates form the basis for the minimum SIL requirements in Table 7.1. However, in Appendix A 
some “typical” demand rates for an “average” operation are given and can be used as a basis unless more project 
specific information is available. If, for some reason, the demand rate is foreseen to be significantly higher (i.e. a 
factor 5 or more) than these typical demand rates, then the overall risk is likely to be higher than average and this 
should trigger a re-evaluation of the integrity requirement. 
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• A quantitative method for establishing SIL requirements for topside and subsea HIPPS systems (ref. Appendix 

C.2, example 1 and 2 respectively); 
• Quantitative risk assessment for establishing requirements for isolation against wells/pipelines (ref. Appendix 

C.3, example 3). 
 
Regardless of which method is chosen for determination of SIL, the crucial point will be that the process for arriving 
at the specific integrity requirement is properly documented. 
 

7.8 Safety Requirements Specification 
The Safety Requirement Specification (SRS) shall be established for the safety instrumented systems. The SRS is 
initially derived from the allocation of safety instrumented functions and from those requirements identified during 
safety planning. The SRS shall provide a basis for design, and the document shall be further developed and 
maintained through all lifecycle phases of the SIS. 
 
As the IEC 61508 and IEC 61511 do not focus on safety functions related to systems based on “other technologies” 
or “external risk reduction”, these safety systems will only be briefly mentioned in the SRS. However, it is important 
that these systems are included in the overall safety plan for the installation. 
 
Main content of the SRS will be quantitative safety integrity requirements as well as functional requirements (such as 
capacities and response times). For further discussion of SRS content, reference is made to IEC 61511-1, chapter 
10.3 and to appendix E which includes a proposed structure and list of content for the SRS.  
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8 SIS Design and Engineering  

8.1 Objectives 
 
This section covers the SIS realisation phase, i.e. box 4 in Figure 2.2 or box 9 in figure 2.3. The objective of the 
realisation phase is to create SIS conforming to the Safety Requirements Specification (ref. section 7.8). Of special 
relevance to the realisation phase are part 2 and 3 of IEC 61508 and clauses 11, 12 and 13 from IEC 61511-1. An 
overview of the different activities in the realisation phase is described in IEC 61508-2, Table 1 and IEC 61508-3, 
Table 1.  
 
Realisation of safety related systems other than SIS, is not covered by IEC 61508 or IEC 61511, and is therefore not 
included in this document. 
 

8.2 Organisation and resources 
 
Typically, the realisation phase involves a number of vendors. Hence, the work will normally be split between 
engineering contractors, system suppliers, control system vendors, field equipment vendors, etc., with the subsequent 
possibility of ambiguous responsibilities. It is therefore important that an organisation or a responsible person is 
identified for each phase of the SIS safety lifecycle (ref. figure 2 and 3 of IEC 61508-3). Furthermore, continuity of 
key personnel must be ensured. As a minimum, such persons must be available all through the phase they are 
responsible for. 
 
For further requirements, reference is made to section 5.2. 
 

8.3 Planning 
 
IEC 61508 requires that plans are made for each phase of the SIS safety lifecycle and the software safety lifecycle, 
and also that each phase shall be verified.  
 
In order to ensure that the SIS meets, in all respects, the Safety Requirement Specification, a SIS validation shall be 
performed after integration (ref. Figure 8.1 below and Figure 2 in IEC 61508-2). However, since validation is 
planned only at this stage, it would most probably result in several non-conformities, unless the results from each of 
the intermittent phases (ref. Figure 8.1) have been checked. It is therefore important that a verification activity runs in 
parallel throughout the entire design phase, e.g. during the detailing of specifications, as these specifications will 
contain elements that cannot be verified by the higher-level documents. In particular, the verification team members 
should participate in safety related design review activities like HAZOP.  
 
A plan shall be made to organise the SIS validation and verification activities necessary to demonstrate that the SIS will fulfil 
all safety requirements. For each phase the result shall be verified. See figure 8.1 below (V-model). 
 
SIS development is part of the overall control and safety system development. Due to the complexity of this package, the 
detailed planning is not contained in the master plan for the project development. Rather, it is contained as a sub-plan of the 
master plan. The plan for commissioning is handled in the same way. Planning of operations and maintenance is usually 
outside the master plan, and is handled by a separate organisation. 
 
The validation/ verification activities, HAZOP, technical reviews or tests can either be listed directly in the SIS-plan, or they 
may be included in other documents, e.g. in the QA plan. 
 
By nature, testing is usually the best verification/validation method for safety instrumented systems. A test shall be performed 
according to predefined procedures, the scope of which will be to describe the various test steps and the method applied in 
order to ensure reproducible test results.  
 
Hence, the “safety validation plan” according to IEC 61508, will be covered by two separate types of documents: 
 
• SIS progress plan or QA plan, with validation / verification activities; 
• Test procedure. 
 


